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FTAEE ol&3te T4 A Jloste A4 HAE AR, False
Positive Rate(FPR) Al¢F stellAl &4 ©A&S HAdgetes AR 719 132& At =3, A
AR A A ASE RdS A solnes B P AAse 4x naHe gAE 54
Bk A9 A3, A PHE o 0838 ¥4 BAES wgov], wHFas wR% 0420 A9
w8 e,
1. ME AARL 71Nk A AT =9 AAdE A
H 7IAES 7 A gA4 A2"e =2 ' ZIAstE Rds A stolue §BA x5 F
A S Holy kst wot Ao HEgxHa gl 3 A3 HebHQ dxE e A A, At
o a2y gFEe] 7AgE Rde R 54 WHE =2 34 &4 Ay A A Ths A
A 7] ofEe Edurs FEHE THAH, AA B2 AN E FAO FHT F Jd5E FAsA
F =9 BANA AR Ay &&str] ofHohe=
gHAIZE EAECH] 53] ©# A3 A& W 2. B A
3] AetAY " ES Aot Zo] ofH7] wE 1A E 7 ) 'HA A ="e gdd 34 b
of, A% A& Alcfo] Wt} A, 37 7|9k A He gd4oz Fxd ¢ e oz dy
Y A BAS HEe AA FJHE A Jhesta As o] ¢kv[1-2]. RandomForest, SVM, H# 4
A7y Golsitte= el oy, nAA rH ZIgh Bdl 52 =2 BF ATs HolAwh mdl]
ol &3] Wil vgst ¥4 sEe] sk gvks) grrAA HAS M7 AHTE S EA
dsol Yt A7 A2l 7S dFtelA = 7] 7F EA 4L ol g AR Qs A Bt 4
Aty Rd 77 7INF A S Agsiel s ATt o229 Hgo|= Ao WL}
AR, i AEA vlFel ofE At AUt ol Heksty] 98] - Tk ©@A] WA o]
% Aes FA aEA gk AbgE ol ok qrE 7)Ek AadlE e A Y
2 =FolAE ogst EAE dlZsr] s, A B2 4 7hestar Alol7h &olsirke Fdo] o
B7hs JAFAFTXADES 83t 7ATgE EE u, ARl AHojE gl oFEsty] wiEo] A2
Ai S AAo g WMEAste= 9 ©@A THdYaE 34 sidel] digh dnkst 5ol Aoty H*
Aorgtel, Ak W& SHAP 7wt ¥z FoEZ ol ZIASE Edd qrF 7k iAs Agske
o] g&3ate] A ¥xE 2¥stal[3], False Positive stolB = o] AdEHI oy, v HEAH
Rate(FPR) Al¢F stellAl &4 ®©HAE&S Hulstshe= 7ol wet S AR AY R FHits o
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ASK 2026

Policy Explainability: Raw vs XAl-Annotated

Raw Rego Policy
(No Explanation)

XAl-Explained Rego Policy
(With SHAP Annotations)

package security.xai
default allow := true

allow := false {
input.character entropy > 3.8721

allow := false {
input.distinct_ttl values > 5.0000

}
allow := false {
input.dns_entropy > 3.41602

allow := false {
input.vowels consonant ratio < 0.3205

package security.xai

# character_entropy > 3.87 blocks MALWARE
# (conf: 0.95, est. FPR: 2.1%)
Seen in 45 attack samples [MALWARE(45)]
Avg SHAP attribution: 0.084

#

#

# distinct_ttl values > 5.0 blocks PHISHING
# (conf: 0.91, est. FPR: 3.8%)

# Seen in 32 attack samples [PHISHING(32)]
# Avg SHAP attribution: 0.0631

#
#
#
#

dns_entropy > 3.41 blocks SPAM
(conf: 0.88, est. FPR: 4.2%)
Seen in 28 attack samples [SPAM(28)]
Avg SHAP attribution: 0.0573

default allow := true

allow := false {
input.character_entropy > 3.8721

allow := false {
input.distinct_ttl values > 5.0000

(¥ 1) SHAP 7]%F Feature Attributiong 2 &

H =

<I¥ 1> 0|7 BEF

d& v

(3 seeds)

Attack Recall
(Block Rate)

s

I+

F1

Rule-Only 0.538

0.600

Model-Only 0.868

0.930

0.983

Hybrid

0.879
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0.996, 0.9847¢]
At

vbHd Hybrid 7+
= ModelfOnly =l
2skA] g

o=, A

L
B2 vrhen, o
—éZH?}-% o m) g
A E
ot dg 27

= 10O j=4
<E 2> vy BF AA AFE(3 seeds)
A% #x
Accuracy 0.942
Macro F1 0.735
Weighted F1 0.913
<% 3> b5 7 U= Recall
=~ Recall Support
DDOS 0.9996 321
WEB Attack 0.9847 783
Normal 0.9999 2427

8% XAI-Explained 4 &3} 7]¥ raw Rego A # ]

frgdol 54 IA 1t Ws Fx EAAS
271 WEo g At
43 MYJlsd ¥ MY EMH BN

a9 1& /‘ﬂ*% QAo HAH TtsAAE AAA
2 vt 235 YElAY. Raw Rego A2 o
A Al 5k 7]‘%‘} 27 23kE o] glo] ofm] FfA o]
2 W, SHAP 71RF A& 7} qf % o] ojd ¥
T3 #AH=AE AA ST o= A FEAA

(Pestuns Condition & Attack Tope. s Configenics)

dns_subdomain_name_length > 0.00
standard_deviation_packets_len <...

max_continuous_same_alphabet_len...

dns_dot_count < 1.00

dns_subdomain_depth < 1.00

dns_trusted_tld < 0.00

src_port < 58075.00 o909

dns_subdomain_depth > 2.00 0.902

dns_dot_count > 2.00 0899
ttl_values_mode < -1.00 0,894
ttl_values_min < -1.00 0.891

ttl_values_median < -1.00 0,883

0975

0,963
0.950

| 0.046

Jooas

Josez

average_authority_resource_recor... W PHISHING
variance_packets_len < 64.00 = sPAM
S MALWARE
0.0 02 0.4 06 08 1.0
SHAP Confidence Score
(29 2) SHAP 7]ub 28] 1670 7+ <] 94 Far 9
e} = L=RhvA
4 13 54 &%
<& 4> Awrbed 2 AA BRE AR
A Z

SHAP-Rule Overlap@15 0.987+0.027

Rule Feature Set Jaccard 0.743+0.066

Number of Rules 33.0+£3.5

Avg. Conditions Per Rule 1.142+0.106
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