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Abstract

This study proposes a behavior sequence-based
anomaly detection framework designed for Open
Banking environments. Unlike conventional
event-level detection methods, the proposed approach
models user activities — such as login, inquiry, and
transfer—as temporal sequences. By applying a
sliding window and extracting statistical features,
we train and evaluate multiple classifiers, including
Logistic Regression, Random Forest, and XGBoost,
using Fl-score based threshold optimization.
Experimental results demonstrate the framework’s
effectiveness in detecting sophisticated threats that

may bypass traditional security systems.
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